




Proper Use of Assets and Ideas

Security of Property

Every employee with access to Company money or
property has an absolute responsibility to manage
these assets with the highest level of integrity and to
avoid any misuse of such assets. Fraud, theft, embez-
zlement or other improper means of diverting corpo-
rate funds is, of course, illegal as well as unethical.
Preventing the theft, misuse or misappropriation of
Company property by others should be a concern of
every employee. Such losses can often be limited
through normal precautions, such as handling
Company assets in a prudent manner and compliance
with our established internal control procedures and
processes.

These include, but are not limited to, the following:

• Securing equipment, supplies, and materials
against theft

• Reporting suspicious persons or activities to secu-
rity personnel or to the Compliance and Ethics
Department

• Reporting all noncompliance with established
financial controls
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Q: My supervisor is building a house and appears to be taking lumber from

the warehouse on weekends without paying for it. What should I do?

A: You should report your suspicions to the plant manager. If you are not

comfortable talking to the plant manager, contact the Compliance 

and Ethics Department or use one of the other options available to you.

Q: If I discover a great deal on something I want to buy and don’t have my

personal credit cards with me, is it okay to use my Company credit card so

long as I repay the charges?

A: No. You cannot use a Company credit card for personal expenses unless

they are incidental to or in conjunction with authorized business expenses

incurred during business travel.

Q: My supervisor has asked maintenance employees to leave the facility

during working hours to fix an electrical problem at his home. What should I

do?

A: You should report your suspicions to the plant manager. If you are not

comfortable talking to the plant manager, contact the Compliance and Ethics

Department or use one of the other options available to you.
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Acceptable Electronic Usage

Company-provided electronic communication tools

include e-mail, instant messaging tools, voice mail,

telephone services and systems, printers, scanners,

copiers, Internet access, intranets, electronic file sys-

tems, fax services, personal computers, cell phones,

personal digital assistants (PDAs, such as handheld

messaging devices), servers, mainframes, and computer

networks. These tools enhance our competitive advan-

tage in the marketplace.

Some acceptable uses of electronic communication

tools are:

• Internal communications with other employees on

Company business matters.

• External communications with customers, suppli-

ers and business partners.

• Accessing information for appropriate business,

technical and/or research and development pur-

poses.

• Limited personal use of electronic communication

tools by employees that does not result in addi-

tional costs, such as long distance charges, or

introduce unnecessary security risks.

Some inappropriate uses are:

• Misrepresenting yourself as another individual or

company.

• Sharing, compromising, or revealing proprietary or

confidential information, or intellectual property

owned or licensed by the Company or by another

person or company.

• Accessing, distributing, or storing materials that

could be considered unethical, inappropriate,

offensive, disrespectful, or abusive to others.

• Conducting business for other companies or

organizations.

• Transmitting information that is legally privileged

without permission from the Law Department.

• Conducting illegal activities.

• Sending (uploading) or receiving (downloading)

information in violation of copyright laws.

Electronic Data and Systems Security

Expectations

Computer and information security is every employee’s

responsibility. Company users are accountable for all

activity performed using their logon user IDs and are

responsible for the security of the information with

which they have been entrusted. It is each employee’s

responsibility to verify the computer or equipment

being used to download files has software installed to

provide adequate protection against viruses and other

malicious software. Employees must also be aware

that:

• Computer system logon IDs must be secured by

using a password. Company workstations (includ-

ing desktops and laptops) should also be secured

by using a password protected screen saver.

• In most cases, password(s) should not be shared

with other employees. Employees are responsible

for all activity performed using their system logon

user IDs.

• Employees are prohibited from accessing

Company systems or information using another

employee’s logon user ID (or other methods) with-

out proper authorization.

• If the need arises to exchange confidential or 

sensitive business information using electronic

communication tools, consider securing the infor-

mation using encryption tools provided by the

Company.

If you encounter a situation that puts Company com-

puter systems or information at risk or would like fur-

ther information or guidance, contact the IT

Information Security Department or your local IT

leader.
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Privacy and Use Expectations

The Company reserves any rights allowed by applica-

ble law to access and monitor Company systems and

use the content for any lawful purpose. Consistent

with applicable host country law, you should not have

the same expectation of privacy regarding business

electronic communication tools as you may have with

your personally owned communication tools. You

should consider using methods other than Company-

provided electronic communication tools to transmit

sensitive, personal information. GP makes every effort

to secure the confidentiality of information transmit-

ted; however, the Company does not make any repre-

sentations or guarantees

about the reliability or securi-

ty of these tools, including

Company-sponsored links.

In some countries where we

operate, applicable law

requires more specific notifi-

cations and policies regarding

privacy and the use of

Company-owned electronic

communication tools. If such

requirements apply at your

location, such notifications

will be provided to you sepa-

rately from this Code.

Q: I occasionally use e-mail or instant messages to send jokes to my friends or

coworkers. Is this okay?

A: Perhaps.While humor is important to our work and our lives, remember that the

electronic communication tools are business tools. Jokes and comments that may

be offensive to others have no place at work, whether they are delivered electroni-

cally or in person.

Q: I am in the process of buying a home and must immediately fax a three-page

document to my agent. May I use the Company fax or must I leave the office and find

a public fax?

A: Use good judgment and use the Company fax. Depending on the circumstances,

insubstantial and infrequent personal use of Company assets may be acceptable. If

you have questions about such situations, discuss them with your supervisor.

Q: I am going on vacation with my family. Is it acceptable to use the Internet to

check the local weather?

A: Yes. The Company-provided Internet access and e-mail systems are valuable

business tools and are provided for work-related purposes. However, as with the use

of the Company telephone system, you may use the Internet and e-mail systems for

personal messages or other personal uses that are brief, infrequent and not a conflict

of interest. Use good judgment and common sense.

Q: May I use my Company cell phone to make personal calls?

A: Yes, if your personal use falls within the guidelines for appropriate usage of

Company electronic equipment outlined above and does not result in additional

charges to the Company.
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Protecting the Company’s Intellectual

Property and Confidential Information

The value of proprietary technology, ideas, creations,

innovations and information – intellectual property –

often exceeds the value of more tangible items, such as

physical property. Our considerable intellectual prop-

erty assets are critically important. They are central to

developing new products, improving our manufacturing

capabilities, attracting new business opportunities, and

maintaining our existing business in a highly competi-

tive environment.

If we do not identify and protect our intellectual prop-

erty, we risk losing our rights to it and the competitive

advantage it offers.

Some examples of intellectual property are:

• Confidential and proprietary business information

• Trade secrets and “know-how”

• Patented and nonpatented technology, including

both product, equipment and process technology

• Trademarks, trade names, and trade dress

• Copyrighted information

• Business processes and systems

• Software developed by the Company

Although you may use confidential and proprietary

information or other intellectual property of the

Company to perform your job, it must not be shared

with others outside of the Company or your depart-

ment unless required by law or the individuals have a

legitimate need to know the information as a part of

their jobs and have agreed to maintain the confiden-

tiality of the information. In some cases, a confidential-

ity agreement or filing for patent protection may be

required.

Some typical examples of confidential and proprietary

information include:

• Financial data

• Business records

• Technology and information on corporate strategy

• Modeling and other analytical and/or manage-

ment techniques

• Pricing information

• Customer lists

• Marketing strategies

• Compensation data

• Organizational charts

• Personal employee information, including medical

records and other data

• Technical data, processes, and equipment

• Software developed by the Company

• Technical product and process information

• Product formulas

• Manufacturing methods

Take care not to lose, misplace, or leave confidential

information unattended. Do not leave such informa-

tion in places where others may easily access it, such as

open files of computers, or documents left on fax

machines, photocopiers, on your desk, etc. Similarly,

do not casually discuss confidential information where

others might overhear. Use caution when using speak-

erphones and cellular telephones, and talking in public

places, such as restaurants or airplanes. You must

always adhere to the specific security measures or pro-

cedures the Company has established to protect its

intellectual property and confidential and proprietary

information.

You are not allowed to use the Company’s intellectual

property or confidential and proprietary information

for personal benefit or for the profit or benefit of per-

sons outside of the Company.

When employment ends, the obligation to protect the

Company’s intellectual property and confidential infor-

mation continues. All property, documents, materials,

and files, including all electronic data (databases,

e-mails, electronic documents, key cards, etc.), must be

returned to the Company. No copies of Company

intellectual property or confidential information

should be retained.

If you have any questions as to whether information

should be treated as confidential and proprietary, or as

other intellectual property, contact the Law

Department or the Corporate Compliance and Ethics

Department.
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Company-Developed Intellectual Property

and Software

Intellectual property developed by employees and

Company representatives is the property of the

Company. You are prohibited from unauthorized disclo-

sure, duplication, or distribution of this intellectual prop-

erty. You must disclose to the Company any technology

developed by you during your employment, including

software, product configurations and design, chemical

compositions, know-how, and process manufacturing

technology, including equipment layout and design. In

addition, all source code, compiled code, technical docu-

mentation, and manuals are the Company’s property. If

you need assistance with this issue, please call the Law

Department.

Q: I overheard some employees discussing

Company business on a commercial airplane.

What, if anything, should I do?

A: If you believe the information that is being

discussed is sensitive or confidential, tell the peo-

ple they can be overheard. Every employee has a

responsibility to ensure that confidential and pro-

prietary information is not disclosed (revealed) in

public.

Q: I just discovered what appears to be sensitive

information left in a conference room. What

should I do?

A: Try to determine the likely owner of the doc-

ument and return it to that person. If you cannot,

contact the Compliance and Ethics Department

or the Law Department for help.

Q: Is it okay to post Company communications,

such as e-mails, to an Internet bulletin board or

to go on-line to correct inaccurate information?

A: No. You are not allowed to distribute propri-

etary Company information, such as internal

communications or e-mail, to anyone outside the

Company, even if it is to correct inaccurate infor-

mation, unless they have a legitimate need to

know such information to conduct Company

business and have agreed to maintain the confi-

dentiality of the information. You should contact

your supervisor if you are concerned about inac-

curate information so that the appropriate

Company department can correct it.

Q: Do I have to protect confidential and propri-

etary information even after I leave the

Company?

A: Yes. You are legally obligated not to use or

disclose the Company’s confidential and propri-

etary information even after you leave the

Company.

Q: I would like to use some information belong-

ing to the Company at public speaking engage-

ments or for college courses. Does this violate

Company policy?

A: Possibly. Much of the information we pro-

duce, use, or control while working for the

Company is proprietary. While some information

is public and can be used elsewhere, or may be

appropriate to use for education purposes, we

should never assume any information we work

with at the Company is public. Ask your supervi-

sor before using any Company information for

any purpose other than your responsibilities at

the Company. If in doubt as to whether certain

information is public, ask before using it.

Protecting the Company’s Intellectual Property

and Confidential Information (con’t)
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Proper Use of Others’ Intellectual Property

Just as you have an obligation to properly use and pro-

tect GP’s intellectual property, you have an obligation

to ensure that you provide the same respect for the

intellectual property of others. It is the right thing to

do and there can be significant legal consequences for

you and the Company if you don’t.

Confidential and Proprietary Information

of Others

Collecting information about our competitors from

legitimate sources to evaluate the relative merits of

their products, services, and marketing methods is

proper and often necessary. However, there are limits

to the ways information may be acquired.

Practices such as industrial espionage and stealing are

obviously wrong. But so is seeking or soliciting confi-

dential information from a new employee who recent-

ly worked for a competitor, or misrepresenting your

identity in the hopes of getting confi-

dential information from a competitor.

Employees are also prohibited from

sharing confidential information

obtained by them during their employ-

ment with competitors.

It is also wrong to share or use confidential information

of other companies gained while conducting the due

diligence process for potential acquisitions.

In addition, the Company may be a party to confiden-

tiality agreements with other companies and therefore

may be obligated to maintain the confidentiality of

certain information obtained from other companies.

Contact the Law Department if you have any questions

regarding your confidentiality obligations.

Q: A vendor mistakenly sent me a copy of a report that contains confi-

dential information about a competitor’s business plan. Can I give it to

our marketing department?

A: No. You should not read this report, nor should you keep or make

copies of it. You should bring the document to the attention of your man-

ager and the Law Department immediately for appropriate handling.
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To distribute copyrighted materials, you have several
options:
• Seek permission to reproduce and distribute from

the copyright owner
• Circulate the original material
• See if the material is covered by our corporate

license agreement from Copyright Clearance
Center (CCC) by visiting their website at
www.copyright.com  

• Contact the Law Department for additional 
guidance

Copyright

Copyright laws protect many materials we use in the
course of our work. Audio and video files and tapes,
CDs, electronic and printed graphic images (pictures),
other companies’ logos, trademarks, and Internet web-
site content and documents (including documents that
have been scanned in), trade journals, books, and mag-
azines are some examples of these materials.
Presentation slides, training materials, management
models, or other materials prepared by outside con-
sultants or organizations may also be protected by
copyright laws.

Do not reproduce, distribute,
download, or alter copyrighted
software, documentation, or other
materials without a valid license
and other prior permission of the
copyright owner or its authorized
agent.

Q: I just downloaded this great article that I read on a trade association’s

Internet website. Was the download proper and may I e-mail it to others on

my team?

A: It depends. Always check the terms and conditions or permissions of the

website first. Some will allow you to download and distribute unlimited

copies. Many, however, only allow you to download and print one copy for

your personal use. Consider passing along a link to the website to your team

as an alternative to downloading and copying.

Patent

The Company respects the valid and enforceable intel-

lectual property and patent rights of others throughout

the world by avoiding infringement of these rights or

by obtaining licenses when in the Company’s best

interests. Because of the complex nature of intellectu-

al property and patent laws, you should contact the

Law Department regarding any questions.

Software License Agreements

Software licensed by the Company for use on Company

computers is generally created and copyrighted by

other companies and is most likely subject to restric-

tions regarding its use and distribution. The Company

commonly receives and uses this software under

licensing agreements and does not have ownership

rights. Copying or use of software on unauthorized

computers may result in the violation of laws, as well

as a violation of the license agreement.

Use software only in accordance with the terms speci-

fied in the applicable software license agreement. You

are responsible for understanding and complying with

all software license agreements. If a specific software

license agreement is not clear, contact your IT support

group or the Law Department.



Copying, Using, or Distributing

Unauthorized Software

Do not make or use unauthorized copies of any soft-

ware under any circumstances. Do not download unap-

proved or unlicensed software from the Internet onto

any Company-owned or licensed computer (including

laptop and desktop computers, handheld electronic

messaging devices, or Company-owned media). Use of

unauthorized software copies on Company-owned

equipment or property, or unauthorized use of

Company-licensed software in any form, is prohibited.

Do not give, sell, copy for, or otherwise distribute unau-

thorized software to anyone outside the Company,

including clients, customers, and others.

Q: Is it acceptable to install freeware, shareware, or personal software, etc. onto my

Company computer?  

A: Do not install any software product on a Company computer if it was not pur-

chased/licensed through the Company. Exceptions must be approved by your business

IT leader. They can help ensure that all license requirements are met.

Q: May I install Company software on my home personal computer or laptop?

A: No. You are prohibited from electronically or physically sending or copying

Company-owned or licensed software to your home or for use outside of the Company

without the express written authorization from GP’s management and the Law

Department. The vast majority of the time, Company-owned or licensed software is

not intended for use outside of the Company and license agreements for software pro-

hibit such use.

Q: Can software licenses be transferred from one Company employee or representa-

tive to another Company employee or representative? 

A: Software licenses that are not Company-wide are generally tied to one or more

computers or numbers of employees but not to a specific employee. It is common for

software licenses to be limited, and use beyond such limits may be an infringement of

the license. All license transfers should be cleared through the IT procurement group

or the Law Department.

Q: What is the policy regarding software not purchased/licensed through the IT or

Law Departments?

A: You must provide proof of purchase/license to the IT procurement group in these

situations. This must be done immediately upon deployment. Contact your IT leader

with any questions.
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Avoiding Conflicts of Interest

Working for Other Companies

While there is no general prohibition against working for

other companies, doing so must never interfere with our

responsibilities to the Company. A second job with an

organization that is a competitor, customer, or supplier

of goods or services to the Company raises an actual or

apparent conflict. The same applies to working for an

organization that is seeking to become a competitor,

customer, or supplier of the Company.

Investment in Other Companies

We (and our family members) should not have a sub-

stantial investment interest in our competitors, cus-

tomers, or suppliers. Investments of this kind may

impair our ability to make objective business decisions

on behalf of the Company. Before buying or selling

publicly traded securities of our competitors, cus-

tomers, suppliers, or any other third party, you should

review and comply with our policies and procedures

regarding insider trading and personal trading. (See

Insider Trading and Personal Trading located in this

Chapter of the Code.)
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A conflict of interest (conflict of positions) arises when personal, social, financial, or political activities interfere
or have the potential of interfering with our responsibilities to the Company. Actual conflicts must be avoided,
but even the appearance of a conflict can be just as damaging to the Company. You have a primary business
responsibility to the Company and are expected to avoid any activity that may interfere, or have the appearance
of interfering, with the performance of this responsibility.

Some examples of areas where conflicts of interest may arise are:

Q: I work in operations. I’ve heard that one of the electrical contractors who

works for us wants to offer me a part-time job on the weekends. Would this

create a problem?

A: Probably so. Our policy on avoiding conflicts of interest obligates all of us

to avoid even the appearance of a conflict of interest. No matter how inno-

cently the offer of part-time work might be made or accepted, others might

see it as a kickback paid to you in return for Company business. Consult with

your supervisor, Human Resources leader, or the Compliance and Ethics

Department.

Q: My family owns a business that sells

copiers to local businesses. What guidelines

should I keep in mind?

A: Your family business should not try to

obtain business with our Company unless and

until you have received permission from your

local management.
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Conducting Business with the Company

Except when specifically permitted or approved (e.g.,

purchases from the Company store or when the pur-

chase of surplus or used equipment is authorized), you

may not engage in any transaction with the Company

including, but not limited to, the rental, purchase, sale,

or other use or transfer of property.

Your family members are also

restricted from these transactions

with the Company unless approved

by your local management.

A conflict may arise when a relative,

friend, or colleague works for a com-

petitor, customer, or supplier, and

directly interacts with you or your

business group as a part of their role with that 

company. If you are unsure whether you could be in a

situation that could create a potential conflict of inter-

est, consult with your supervisor.

Taking Advantage of Company Business

Opportunities

You may not take personal advantage of business

opportunities, or potential business opportunities,

which you learn about or develop in the course of your

employment with the Company. This is true whether it

directly benefits you or any other person or business.

In addition, you may not use Company intellectual

property or confidential and proprietary information

for personal benefit or for the profit or benefit of per-

sons outside GP.

Q: My sister manages a local office supply store and she says that she

can save us money if I can help her gain the Company business. Can I use

her firm or recommend her firm to others in the Company?

A: Because this could easily appear to be a conflict of interest, or

favoritism, you should receive advance approval from your local man-

agement before pursuing this business arrangement or recommending it

to others in the Company.

Q: I am a software programmer for the Company. I want to start a business that will develop

and maintain personal computer software for small companies. Will this be a conflict of interest?

A: It depends on many factors, such as whether your product is similar to programs that you

developed while employed by the Company, and whether Company time, material, equipment, or

proprietary information could be used in developing, marketing, or maintaining your product.

Before starting your business, you should consult with your manager to get a conflict of interest

determination, as well as determine whether any Company proprietary information or trade

secrets are involved.

Q: Can I sell a product or service I develop on my own time?

A: It depends on the product or service. Like many companies, we claim an ownership right to

the extent allowed by law to any product or service reasonably related to our business, even if you

develop it on your own time. You should request a release letter from the Law Department before

you begin marketing any such product or service.
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Personal Activities

We are all expected to commit our full attention to

business activities during business hours. Do not let

personal activities take your attention away from your

responsibilities to the Company.

Resolving Conflicts of Interest

If you think that you may have a conflict, real or per-

ceived, report all relevant details to your supervisor,

the Law Department, or the Compliance and Ethics

Department. Most conflicts of interest can be resolved

in a mutually acceptable way, but they must be

addressed.

Q: Is it okay to use my computer on my lunchtime to access the Internet to research non-busi-

ness topics of personal interest?

A: Yes, under certain conditions. If you use the Internet for brief, infrequent periods of time,

and you are not accessing inappropriate sites, it is generally acceptable. If you have any doubt,

consult with your supervisor. You also might want to refer to the Acceptable Electronic Usage

Policy (located in Chapter 3 of this Code).

Q: My son is at home alone after school until I get home. Is it okay to have him telephone me

when he gets home from school to let me know that he has arrived safely?

A: Yes. It’s generally acceptable for us to make and receive personal calls as long as they’re

infrequent, brief, and don’t interfere with the normal flow of business activities.

Q: I’m thinking about selling cosmetics on a part-time basis to earn additional income. I would

like to sell these items to my coworkers. Would this involve any conflicts of interest or other

policy violations?

A: Possibly. You would not be allowed to solicit business from your coworkers on Company

time, on Company property, or by using Company resources, like e-mail. It is also a good idea

to avoid selling to anyone you supervise. By working through these issues with your manager,

you may be able to start your for profit business without creating a conflict of interest.
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Gifts, Gratuities, and Entertainment

We pride ourselves on building strong relationships with

suppliers and customers. At times it may be appropriate

to exchange modest gifts or entertainment with a busi-

ness partner. Any gift or entertainment received or

offered must be legal, of limited value, and support a valid

business purpose.

As a general rule, avoid any relationship with customers,

suppliers, government employees, or other business asso-

ciates that could affect or influence your ability to make

good business decisions. While good judgment and com-

mon sense are critical in determining the appropriateness

of a gift or entertainment, the following guidelines have

been established to help with your decisions.

Do not give or receive gifts, entertainment, favors,

services, payments, or special treatment of any kind, to or

from any individual or organization that seeks to conduct

or conducts business with the Company, or that com-

petes with the Company unless:

• To do so would be lawful and consistent with good

business practices;

• Proper approval from your manager is received for

gifts or entertainment that exceeds US $100 in

value; and

• Public disclosure of the transaction would not

embarrass the Company.

No gifts of money, cards that can be used as cash, or

other cash equivalents should ever be given or accept-

ed. Offering, giving, soliciting, or receiving any form of

bribe or kickback is strictly prohibited.

Q: Is the US $100 approval limit on gifts an annual limit?

A: No. The limit relates to the value of an individual gift item.

However, frequent personal gifts to or from one individual would 

likely violate the policy.

Q: In my job of assessing performance of contractors at our facility, I

mentioned to a contractor that I was thinking of repaving my driveway.

The contractor suggested that since his crews were not fully occupied

at that time, he would be glad to do this work for me for his “out-of-

pocket” cost. Would it be okay to accept his offer?

A: No. That would be considered a favor that was available only to

you because of your position with GP. The same cost would generally

not be available to others; therefore, it would be considered a favor

beyond a common courtesy. Personal purchases should be separated

from business activity to ensure fair and objective treatment of suppli-

ers. In no event should you accept such discounts for personal 

purchases that are not generally available.



Gifts, Gratuities, and Entertainment (con’t)
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Q: What if my customer is offended that I cannot accept a gift that is over the US $100

limit?

A: Usually a polite explanation that Company policy prohibits you from keeping the gift will

be sufficient. In some circumstances, such as a gift from an official of another country, other

alternatives may be more appropriate, such as displaying the gift in a public area. Consult

your manager prior to accepting such a gift.

Q: Can I accept a business meal from a customer or supplier?

A: You may let a customer or supplier pay for a meal arranged for the purpose of discussing

business. However, it probably is not appropriate to let customers or suppliers repeatedly pay

for your meals.

Q: I’m responsible for securing temporary help through outside employment agencies. One

of the agencies sent me a gift during the holiday season. Can I keep it?

A: You can accept the gift if it meets each of the following tests: It is unsolicited; it is inex-

pensive (less than US $100); it is not cash or a cash-equivalent; and it will not cloud or be per-

ceived as clouding your business judgment. If you are unsure, discuss the situation with your

manager or your Human Resources leader.

Q: One of my customers has invited me to attend a 3-day conference sponsored by his com-

pany at a major resort. The conference agenda includes some business activities but also pro-

vides for leisure activities. Can I accept the invitation to attend at the customer’s expense?

Suppose the same invitation came from a supplier, could I accept?

A: In either case, you may accept if there is a reasonable expectation that your attendance

will result in some business benefit to the Company, it is customary with entertainment typ-

ical of our industry, and your supervisor approves in advance. Participation at such confer-

ences can help build good customer or supplier relations. Participating in events that do not

present significant business opportunities is inappropriate.

Q: My spouse and I have been invited by a supplier and his spouse to join them for a week-

end golf outing. Is it okay for my spouse to attend?

A: Again, there must be a reasonable expectation that some business benefit to the

Company will result. You and your spouse’s travel and entertainment should be treated as a

gift and if the value of the trip exceeds US $100, approval must be received prior to your

acceptance.



38

Personal and Insider Trading

Even though GP is a privately held company, insider

trading laws still apply to the Company and to employ-

ees who engage in personal trading activities. In addi-

tion, the Company has implemented personal trading

guidelines that apply to all employees, including those

residing outside the United States.

In the course of your everyday work, you may fre-

quently learn information of a confidential nature

regarding the business of GP or its customers, suppliers,

or venture partners. Personal trading based on the

Company’s confidential and proprietary information or

the confidential and proprietary information of others

is contrary to the spirit of MBM® Guiding Principle 1,

violates our policies regarding intellectual property and

conflict of interest, and could be against the law.

If you violate the policies and procedures regarding

insider trading and personal trading, you may be sub-

ject to severe penalties, including substantial fines and

imprisonment. In addition, you may expose the

Company to considerable fines.

Insider Trading

GP’s policies and procedures regarding insider trading

and the law prohibit the Company and its employees

from buying, selling, or recommending securities of a

company or trading in futures while in possession of

material, nonpublic information relating to that com-

pany, its securities, or futures. In addition, you must

not “tip” other people; that is, you must not disclose

such information to others. If these people act on the

information you provide, you may both be violating the

law and be subject to severe penalties.

For liability to arise under insider trading laws, you

need only be aware of material, nonpublic information

relating to the company at the time you purchase or

sell a security of the company. It does not matter

whether you actually use the information in making

the purchase or sale.

Some examples of “Securities” are:

• Instruments that signify an ownership position in

any entity, such as stock and limited partnership

interests

• Instruments evidencing a creditor relationship, such

as notes and bonds including investment-grade and

high-yield corporate bonds

• Options and other derivatives

Securities may be traded on securities exchanges or

through private sales to investors. Consult the Law

Department if you have questions regarding whether

you are buying or selling a “security.”
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“Futures” include futures and options on futures traded

on U.S. or international exchanges or any other physi-

cal or derivative transaction that serves the same func-

tion.

“Material” information is generally regarded as infor-

mation that a reasonable investor would think is

important in deciding whether to buy, hold, or sell a

security. In short, it is any information that could rea-

sonably affect the price of a security. Either positive or

negative information may be material. If you are con-

sidering buying or selling a security because of inside

information, you should assume that such information

is material, and therefore illegal to use in such manner.

Some examples of possible material information

include:

• Projections of future earnings or losses

• Information regarding a potential or proposed

merger, acquisition, or investment

• Information regarding a significant sale of assets

• Changes in key management

• Significant new products or discoveries

• Impending bankruptcy or financial liquidity prob-

lems

• Major litigation

• Gain or loss of a substantial customer or supplier

• Significant changes in credit rating or credit status

Information is considered “nonpublic” until it has been

effectively disclosed to the investing public, as through

a press release, and enough time has passed for the

investing public to be able to evaluate the information,

generally two business days or more.

Q: I’ve become aware of a proposed venture between GP and a publicly traded company. It

hasn’t been publicly announced. May I trade in the other company’s securities or pass along

the information to someone else?

A: No, you may not. Since you are aware of material, nonpublic information about the pub-

licly traded company, you must not trade in any security of that company or pass along such

information to anyone else. You would be violating the insider trading laws.

Q: I’ve become aware of financial information about one of our customers, which indicates

that the customer is in better financial condition than most people realize. I want to purchase

stock in the customer’s company. May I do so?

A: You may not purchase this stock until the financial information is known to the investing

public. The information may have been entrusted to us in confidence by the customer to help

us determine how to best meet the customer’s needs. Using this information for personal

gain or disclosing it to others would violate insider trading laws as well as our policies regard-

ing the use of confidential and proprietary information of others.

Q: Can I invest in mutual funds and still adhere to the Company’s insider trading and person-

al trading policies?

A: Yes. If the mutual fund is managed by an independent financial institution that is mak-

ing the decisions to purchase or sell the securities in the fund.
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Personal Trading Guidelines

You may engage in personal trading for investment
purposes only, in accordance with the personal trading
guidelines below. Although it is not prohibited, short-
term trading, i.e., holding positions for less than 30
days, is discouraged because it takes time and atten-
tion away from your daily job responsibilities.

These personal trading guidelines apply to all employ-
ees, including those residing outside the U.S.
Additional personal trading restrictions apply to cer-
tain employees who have been designated by their
Company leaders as “Employees with Access to
Sensitive Information.” If you have been designated as
such, you will be provided information and training
related to the additional restrictions and procedures
separately.

The following applies to all GP employees:
• You must not buy or sell securities for your per-

sonal account while in possession of material,
nonpublic information.

• You must not “tip” or disclose material, nonpublic
information to others.

• You must not buy or sell securities of a particular
company if your leader has informed you that GP
has prohibited transactions in the securities of
that company. If GP determines that it is appro-
priate to prohibit employee trading of a particular
security due to a justifiable business reason, a
Company-wide communication will be issued by
the Law Department or the
Compliance and Ethics Department to
convey the appropriate information
to you.

• You must not purchase or sell a phys-
ical commodity or futures or deriva-
tives on a physical commodity if the
physical commodity (e.g., crude oil,
metals) or futures or derivatives on
the physical commodity are traded by
the Company.

In some cases, you may purchase or sell the securities
of companies that GP does business with, such as com-
petitors, customers, and suppliers. Prior to executing
such a transaction, employees must evaluate whether
the transaction could create a potential, perceived, or
actual conflict of interest. Employees who engage in
transactions involving the securities of companies with
which GP does business should be extremely cautious
to ensure that they are not aware of material, nonpub-
lic information about the company and its securities.
Questions regarding conflicts of interest should be
directed to the Compliance and Ethics Department or
Law Department.

These restrictions also apply to your family members
and others living in your household and you are expect-
ed to ensure that they comply. In addition, these
restrictions apply to any account over which you have
control or discretionary trading authority even if such
account is not in your name.

Q: I would like to purchase a security of a major customer of

my business group. May I purchase the security of the cus-

tomer for my personal account?

A: If you are aware of material, nonpublic information relat-

ing to the customer, in addition to violating Company policies,

you would be violating the insider trading laws if you purchase

the security of the customer. Even if you are not aware of

material, nonpublic information relating to the customer, you

must not purchase the security of the customer if it creates a

potential or perceived conflict of interest. Questions regarding

conflicts of interest should be directed to the Compliance and

Ethics Department or the Law Department.
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Environment, Health and Safety

• EH&S excellence is mandatory for our long-term

success.

• EH&S excellence requires the commitment and

personal involvement of all levels of management

and all employees.

• EH&S aspects of product development will be

considered early in the product R&D effort to take

into account protection of human health and 

safety and the environment.

• Protection of human health and safety and the

environment must come first, no matter how

urgent the job, project, or commercial interest.

• Employees have the obligation and the ability to

prevent incidents.

• Incidents, unauthorized releases, and noncompli-

ance are unacceptable.

• All employees and contractors are responsible and

accountable for understanding and complying

with all regulations, requirements, and procedures

relating to their job performance.

Company EH&S Commitment

To demonstrate our commitment to superior EH&S

performance, the Company is committed to:

• Continuing to improve EH&S compliance and per-

formance through the ongoing implementation of

EH&S management systems.

• Continuing to integrate EH&S concerns into all

business and operational planning and decision-

making.

• Providing a safe work environment and training

for all employees.

• Achieving, sustaining, and continually improving

superior performance in all key EH&S metrics for

the industries in which we operate.

• Requiring the same level of commitment and per-

formance for contractors that work in our facili-

ties as we do from our employees.

• Utilizing materials, natural resources, and energy

efficiently to produce  products and services that

support sustainable growth.

• Responding in a timely and appropriate manner if

an incident resulting from operations does occur.

• Working proactively with legislators, regulators,

concerned groups, and industry peers to develop

and advance effective approaches to human

health and safety and environmental protection.

• Communicating regularly on EH&S issues and per-

formance with employees, contractors, cus-

tomers, regulators, the communities in which we

operate, and the general public.

• Auditing assets and operating practices regularly,

and taking the appropriate corrective actions.

Any employee who knowingly violates applicable EH&S

policies, laws, and/or regulations will be subject to dis-

ciplinary action, up to and including termination of

employment.

There are many technical resources that are in place to

provide expertise in managing complex EH&S compli-

ance requirements. These resources include:

• EH&S leaders within the Company

• Other Company technical staff

• Corporate EH&S staff

• Environment and safety law specialists in the 

Law Department

• Government and Public Affairs Department
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Environment, Health and Safety (“EH&S”) Policy

GP’s Environment, Health and Safety (“EH&S”) Policy is that GP, worldwide, will manage operations and 
develop, produce, distribute, and market products in a manner that protects the environment and the health
and safety of employees, customers, contractors, and the communities in which we operate, while fully com-
plying with applicable laws and regulations. The Company will continuously improve EH&S performance
toward a goal of zero incidents.

To understand and implement this Policy, you must understand how EH&S requirements impact your job and
how your roles and responsibilities affect GP’s EH&S performance. All employees have the responsibility to
report or elevate to the proper level in the organization potential EH&S compliance risks. Your actions should
always be consistent with the following:



Product Stewardship

The Company takes its product stewardship responsi-

bilities very seriously, and will act legally and ethically

in all product-related decisions. We will work with our

suppliers and customers to address environmental and

health and safety issues of mutual interest. It is an

expectation that all Company products will be manu-

factured in a manner that is safe for customers, con-

sumers, employees, and the environment.

Q: I work at a small facility and I am aware of a safety issue that may cost a

lot of money to fix. I am afraid the plant won’t be profitable if we have to spend

the money. Should I still report the issue?

A: Absolutely. Protection of human health, safety, and the environment must

come first, no matter what. Safety is more important than profits. Each

employee has an obligation to report the issue immediately before someone

gets hurt. If you do find a safety hazard, tell your supervisor immediately or use

one of the reporting options available to you. Further, retaliation against an

employee who brings in good faith an EH&S issue to management’s attention

will not be tolerated and will result in disciplinary action, up to and including

termination.

Q: I work in a high noise area and some of

my coworkers refuse to wear their required

hearing protection. I don’t want to be a trou-

blemaker, but I am concerned about them.

What should I do?

A: You should be commended for being

concerned about your coworkers’ safety. You

should talk to them and explain your con-

cerns. If you are not comfortable addressing

the issue with your coworkers use one of the

reporting options available to you so that the

Company can understand the issue. Maybe

the hearing protection is uncomfortable and

needs to be redesigned, or maybe additional

training is needed.

Q: We just implemented some new lockout procedures. I

have been doing this kind of work for over 20 years and have

never been hurt. Why do I have to change the way I do things?

A: We are constantly trying to improve our safety perform-

ance. The fact that you have not been hurt does not necessar-

ily mean that past practices cannot be improved upon. The

Company is not trying to make your job harder. The proce-

dures are deemed necessary to make your job safer and to

ensure compliance. If you have concerns about the procedures

or if you think you can improve them, talk to your supervisor

or your local safety professional.

Q: I am an employee at a plant recently acquired by GP. I

know that some drums were buried years ago in what is now

the parking lot for the office building. I’m not sure anyone else

even knows about it.

A: You have an ethical and perhaps legal obligation to report

what you know immediately to your supervisor, the GuideLine

or any of the other options available to you. This situation

may pose a serious environmental or safety risk and you need

to tell the Company what you know so the problem can be

investigated and fixed, as appropriate.
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Q: Are you really serious about 10,000% compliance?  What about “paperwork” vio-

lations that don’t really harm the environment?

A: Our expectation is 100% of employees fully complying 100% of the time. This

includes all requirements, no matter how insignificant they may seem. So called

“paperwork” violations can result in significant civil and criminal penalties for you and

the Company.

Q: The country in which my plant operates has a number of environmental regula-

tions that are not enforced by the regulatory agency. Do I still need to comply with

these requirements?

A: Absolutely. We are committed to fully comply with all environmental rules and

requirements applicable to the country in which we operate. In addition, we will com-

ply with Company standards in all operations worldwide.

45

Product Stewardship (con’t)
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Managing Company Records
and Information
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Records and Information Management Policy

Information, as reflected in corporate records, is one of the most valuable and important assets we have, and
like any asset, it must be managed properly.

It is our responsibility to ensure the Records and Information Management Policy is followed with respect to
records within our personal or organizational control for which we are responsible.

It is the Policy of the Company to effectively and efficiently manage all business records and information from
creation through disposition in accordance with the objectives listed below.

• Comply with all applicable laws and regulations mandating the retention of certain types of records.

• Manage records in accordance with the Company’s business needs.

• Preserve all records that may be relevant to any ongoing or expected litigation, audits, or government
investigations.

• Retain and protect Vital Records. “Vital Records” are records that are necessary to resume business in
the event of a disaster.

• Retain archival information of historical significance to the Company.

• In the normal course of business, periodically dispose of records that have satisfied the applicable reten-
tion periods and are not subject to any legal or tax holds, and are of no continuing business value, in full
compliance with established procedures and controls.

• This Policy applies to all business-
related documents, including those
that are necessary and required for
legal compliance, regardless of their
medium of storage or format. All
employees are responsible for com-
pliance with this Policy and the
related standards and procedures.
Please contact the Compliance and
Ethics Department or the Law
Department if you have any ques-
tions.

Q: I’ve been contacted by the Law Department and asked to identify

and save some of my electronic and paper documents. What is my

responsibility?

A: Your responsibility is to acknowledge the request, identify the docu-

ments requested, including any e-mails, other electronic documents and

paper records, and follow the Law Department’s directions on how to pre-

serve the documents and what to do with them.
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Careful Communication

Business records and communications may become

known to the public through litigation, government

investigations, and the media. Accordingly, in all writ-

ten and oral business communications, it is important

to tell the truth,

and to avoid exag-

geration, inappro-

priate language,

and derogatory

remarks or char-

acterizations. This

applies to com-

munications of all

kinds, including 

e-mail and other

Company-approved electronic communication tools,

instant messages, voice mail, daily planner notes, and

other “informal” notes or memos.

Q: I think a coworker is recording hours on her timesheet that she did not work. What can I do?

A: Falsifying time sheets, or falsely reporting hours that an employee did not work, is a serious

issue and a violation of Company policy. False reporting of time causes us to lose money and is a

form of theft. Report your concern using one of the options available to you.

Q: In order to reduce costs, my supervisor asked me not to report my overtime hours. Can he do

that?

A: The law and Company policy are quite clear in this area.You must accurately record all hours

worked without exception. You must report this behavior using one of the options available to

you.

Accurate Business Records

Truthful, accurate, and complete recording and report-

ing of information is required in order to make sound

business decisions. Therefore, never make a false or

misleading entry or statement in any of the Company’s

records. This includes all business records such as envi-

ronmental, safety, personnel, and financial and

accounting records.

To protect Company records, always:

• Prepare records truthfully, accurately, and com-

pletely.

• Sign only records that are truthful, accurate, and

complete.

• Retain records according to legal requirements

and Company policy.

• Disclose records only as authorized by Company

policy or in response to legal process as advised by

the Law Department.

Never give out false information or act deceptively.

This includes making false entries in the Company

books and records, unauthorized destruction of docu-

ments, falsification of documents, giving or soliciting

false testimony, or engaging in any act designed to

cover up, obscure, or hide a fraudulent transaction or

act.

All vouchers, timecards, bills, invoices, expense

accounts, and other business records should be pre-

pared with care and complete honesty. Likewise, no

payment is to be made for any purpose other than that

described in the document supporting the payment.
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Outside Requests for Information

Unless your job duties specifically include responding
to outside inquiries, you should refer all outside
inquiries to the appropriate department to ensure
professional and consistent handling.
• Refer all inquiries from regulatory agencies to

the Law Department or appropriate professionals
within the Company such as Human Resources or
Environment, Health and Safety professionals.

• Refer all inquiries from news or trade media to
Corporate Communications who will identify an
appropriate spokesperson.

• Refer all inquiries about current or former
employees to your local Human Resources
leader.

Q: I received a call from a government agency representative asking

questions about GP’s operations and business activities. What should I

do?

A: You should politely inform the representative that it is GP’s policy to

fully cooperate with the government, but that you will need to get back

to him. You should immediately call the Law Department.

Careful Communication (con’t)

Q: My supervisor gave me an invoice from a conference that she attended and asked me to put it on my

Company credit card and forward it to her for approval and payment. I have no direct knowledge if the amount

is accurate. Should I pay the invoice?

A: No. When you sign as “correct” on an invoice or voucher, you are personally certifying that the expendi-

ture is for legitimate business purposes, that the goods or services received are satisfactory in both quality and

quantity, and that to the best of your knowledge the charges are fair and reasonable, mathematically correct

and have not been previously paid. In this case, your supervisor who can certify to the above should pay the

invoice and submit it to her supervisor for approval, even if the amount is within your supervisor’s authority to

approve.

Q: I’m supposed to check the gauges on one of my facility’s pieces of equipment every shift. Yesterday I for-

got. I almost always get the same measurement. Is it okay to just fill in yesterday’s reading with today’s data?

A: Absolutely not. Everything we do is based on honest and accurate measurements and reliable data. It is

best just to acknowledge that you made a mistake. Don’t create a worse situation by trying to cover up your

mistake.

Q: My supervisor and I recently met with potential customers to discuss business over dinner. Who should

pay for the dinner, my boss or me?

A: In most cases, your supervisor should pay for the dinner on her Company credit card and submit the state-

ment to her supervisor for approval.
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Conducting Commercial Activity
Lawfully and with Integrity

Antitrust and Competition Laws

Our fundamental market-based philosophy strongly

supports free markets. We believe free competition in

the marketplace benefits all of us as consumers.

Antitrust and competition laws exist to protect that

competition.We succeed because we successfully com-

pete in the marketplace: we provide customers with

outstanding products and services for their money.

While the antitrust and competition laws aim to pro-

tect those who compete fairly, they also punish non-

compliant companies and sometimes individuals with

severe fines and, in some countries, jail terms for indi-

viduals. In addition to fines, antitrust violators may be

subject to civil liability, including payment of damages

in respect of the violation in some countries.

Certain conduct between competitors is illegal in the

United States and most countries where we do busi-

ness. Employees must never discuss or agree with

competitors:

• On prices or other terms of sale relating to busi-

ness with third parties

• To allocate or divide up customers or markets

• On limits on providing products or services

• On competing bids (solicitation of contracts). This

is called “bid rigging”

• To boycott a customer or supplier

• To not hire each other’s employees

• To set wages, benefits, or salaries

Similarly, employees must never enter into agreements

with customers regarding the resale prices of the cus-

tomer or who the customer resells the products to.

Also remember that your action doesn’t always have to

be written or oral to be considered an agreement for

antitrust purposes. In some cases, nonverbal actions,

such as saying nothing when inappropriate items are

discussed between competitors, have been determined

to be an agreement. They can also give the appearance

of impropriety and may be enough to implicate us in an

investigation.

Other types of conduct that cause antitrust concern,

and will always require prior review by the Law

Department, are:

• Full requirements contracts

• Exclusive dealing arrangements

• Tying or bundling together different products and

services

• Charging similar customers different prices for the

same products unless done to meet competition

or in another approved circumstance

• Non-competition and non-solicitation agree-

ments

• Providing market information to trade associa-

tions, industry publications, or other third parties

Remember, never discuss with competitors such things

as prices, sales, or other discounts, who will serve what

markets, or any other competitive matter. In circum-

stances where contacts with competitors do occur,

such as trade associations, limit discussions to permis-

sible subjects. Before attending any meeting where

competitors will be present, be sure to know the

antitrust rules well. If you have any questions, always

contact the Law Department first. Always be prepared
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GP is involved in a wide range of business activities, and numerous laws govern our commercial activity. This
Code includes an overview of some of the key laws that govern our commercial activity. It is not intended
to address all the laws that may apply to our activities and does not necessarily provide complete guidance
for those laws covered. More detailed systems and training are available. There are several areas in which
acts carried out in one part of the world can result in prosecution under the laws of another country. If you
have any questions about a specific law or regulation, contact the Law Department.



Antitrust and Competition Laws (con’t)
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to walk away from meetings and discussions when

inappropriate discussions occur.

It is also against the law for a company to try to

“monopolize,” or take over the market through unfair

practices. We will not:

• Disparage or make false statements about our

competitors or their services

• Use unfair practices against competitors such as:

• Stealing or misusing competitors’ trade secrets

• Cutting off their

sources of supply

• Paying bribes to help

our business or to

hurt a competitor

• Setting prices below

our variable costs

Antitrust and competition laws are vigorously

enforced. If you have questions or concerns about your

responsibilities under these laws, contact your supervi-

sor, the Law Department, or call the GuideLine. This

includes contacting the Law Department immediately

if you believe any employee has had inappropriate con-

tacts with a competitor or otherwise violated antitrust

or competition laws.

Q: In developing our marketing strategy, it helps to have as much information as we

can get on what our competitors are doing. Is it okay simply to call our competitors and

ask for their price lists or information about their production costs?

A: No. You should get “competitive information” from the marketplace (customers,

suppliers, and public sources) and not from competitors. Any “benchmarking” studies

involving contact with competitors, including those coordinated by third parties, must

be approved by the Law Department.

Q: Our competitors are often also either our customers or our suppliers. What discus-

sions with competitors are proper in a buyer-seller context?

A: Genuine buyer-seller discussions are appropriate. For example, you may provide a

competitor who is a potential customer for a product with information about that prod-

uct. Take care to limit discussions with a competitor to the products or services you are

buying or selling. If possible, limit who participates in the discussion (e.g., Company

sales representatives usually should not be a part of a purchasing discussion).You should

not talk about resale prices, margins, or which one of you will sell to particular cus-

tomers. It is a good idea to check with the Law Department to obtain guidance in deal-

ing with customers or suppliers who are also competitors.

Q: A competitor tells me that “we’re killing each other by trying to take away each

other’s longstanding customers with low prices.” She suggests that both firms will be

better off if they stick to their own customers. I think that she may be right. How should

I respond? 

A: You must not enter into agreements or understandings with competitors to allo-

cate customers, territories, or product lines. Such agreements, like price-fixing agree-

ments, can result in antitrust prosecution. Even suggestions to competitors to fix prices

or allocate customers may result in an investigation. Any offer to participate in such an

agreement must be immediately and clearly rejected. Immediately contact the Law

Department to report the competitor’s request.
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Antitrust and Competition Laws (con’t)

Business Inducements

Sales-related commissions, rebates, discounts, credits,

and allowances are customary business inducements,

but careful attention is needed where GP may be in a

strong market position for a particular product to avoid

illegal or unethical payments, as well as to ensure com-

pliance with various currency exchange controls and

tax regulations. Such business inducement payments

must be reasonable in value, competitively justified,

properly documented, and made to the business entity

to whom the original sales agreement or invoice was

made or issued. They should not be made to individual

officers, employees, or agents of such entity or to a

related business entity, and they should only be made

in the country of such entity’s place of business.

Similarly, commission payments related to Company

purchases of goods and services should only be made

to the seller or provider in the country of their place of

business, or in the country in which the product was

delivered or service rendered.

Q: Next week I am attending a trade association meeting. If the talk turns to the state of the mar-

ket and where people expect prices to go, is it okay to participate in the discussion?

A: No.You should not participate in or remain at a meeting of competitors at which current or future

prices are discussed. Clearly voice your objection to such discussions, leave the meeting if the discus-

sion continues despite your objection, and report the incident to the Law Department.

Q: My neighbor owns a small business in the same town in which I’m the plant manager of one of

our plants. He commented last night at a neighborhood party that the price of entry-level workers in

our town is out of control. He asked me if we’d agree to start our people at the same rate. Can we do

that?

A: No. Just like you cannot agree to fix prices, you also cannot agree with the competition to set

wages.

Q: In the course of negotiations with a regular customer, the customer disclosed to me a competi-

tor’s price for its competing product. May I use this information in determining our price quote for

this customer?

A: Probably, yes. Prices for GP’s products must be determined by the Company alone in its absolute

discretion. It is appropriate for us to consider costs, market conditions, and competitive prices in

establishing our prices. However, information about these matters should be obtained only from 

customers and news articles, and never from competitors. Customers are an appropriate source of

market intelligence, but you should not ask them about products GP does not supply to them or ask

a customer to find out information from a competitor that it does not already have. You should con-

tact the Law Department if you have any questions.
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Money Laundering Laws

Money laundering is the process by which the proceeds

of illegal activities are moved through legitimate busi-

nesses and the world banking systems to remove or

hide their illegal source. Money laundering laws require

us to implement procedures to ensure that financial

transactions are legitimate and not involved in an

unlawful scheme.

Be alert to payments coming from strange sources or

unusually large bulk cash payments. These could be

funds involved in a money laundering process.

For payments that the Company receives, know who

your customer is. This can require obtaining basic

background information, particularly with respect to

the client’s business, source of income, expected level

of activity, and the reason for the activity.

If your job responsibilities include dealing with finan-

cial transactions, you should be familiar with the appli-

cable laws and Company standards.

Commodity Trading

The Company may engage in commodity trading,

which is defined as the active purchase or sale of com-

modities or commodity futures or derivatives with the

primary intent of benefiting from managing or absorb-

ing market risks. The laws that govern commodity

trading are complex with significant penalties for indi-

viduals and companies for noncompliance. In addition,

the Company has implemented Trading Standards

designed to minimize the business risk associated with

commodity trading activities.

If your job responsibilities include commodity trading

activities or activities that support commodity trading,

you should be familiar with the applicable laws and

Company standards.
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Anticorruption Laws

Most countries where we conduct business have enact-

ed strict anticorruption laws (such as the U.S. Foreign

Corrupt Practices Act). These laws forbid offering or

giving anything of value, directly or indirectly, to a for-

eign government official for the purpose of obtaining

or retaining business, or for any improper purpose. Not

only could the Company be liable for actually making

an improper payment to an official, the Company could

be liable just for making the offer or promise to pay,

even if the official does not accept the money.

These laws apply to the Company and its employees,

but we can also be held responsible for the actions of

our agents and representatives worldwide.

Never:

• Make an unauthorized payment (cash or other-

wise) to a foreign government official

• Induce a foreign government official to do some-

thing illegal

• Establish an unrecorded fund for any purpose

• Issue a check or draft without accurate documen-

tation

• Make a false entry in Company books

• Induce someone else to violate these rules, or look

the other way when there might be a violation

• Do business with an agent, partner, distributor, or

consultant without ensuring proper due diligence

If you learn of a payment made or requested which

might be in violation of any country’s anticorruption

laws, immediately report your concerns to the Law

Department or call the GuideLine.

Q: I was told that I could hire a consultant to assist us in obtaining a contract with

a foreign government-owned company. He requested a US $40,000 retainer and said

that he would use the money to “help get the job done.” Since we don’t really know

where the money is going, do we have to worry about it?

A: Absolutely. Our guidelines require that we take steps to help ensure that this

money is not used as a bribe. You must seek the advice of the Law Department.

Q: Is it illegal to entertain an employee of a foreign government agency?

A: It depends. “Entertaining” or “providing anything of value” to any customer, gov-

ernment or official, must be consistent with the applicable laws in the relevant 

countries and, in any event, should be reasonable. You must also respect customers’

policies and any other applicable guidelines. If you have any doubts, seek the advice

of the Law Department before taking action.

Q: Suppose we have a shipment stuck in customs abroad and our customs broker

suggest that we just pay the local customs official US $250 to expedite the process.

Can we make this payment?

A: It depends. Facilitation payments are a complex issue. You must consult the Law

Department prior to taking action.



60

Antiboycott Laws

GP is doing business in many different countries and is

subject to a variety of antiboycott laws. A boycott

occurs when a person or group of people refuse to do

business with certain other people or countries.

By way of example, GP is subject to the U.S. antiboy-

cott laws that generally prohibit U.S. companies and

their non-U.S. subsidiaries from cooper-

ating with international boycotts which

the United States government does not

sanction. Accordingly, do not cooperate

with any restrictive trade practice or

boycott that is not sanctioned by U.S.

law and approved by the Law

Department. Because the Company has

an obligation to report boycott activities to the U.S.

government, all employees must immediately inform

the Law Department of any requests received to

engage in improper boycotting activity.

Q: May I provide a certificate of origin, required by my customer in the

United Arab Emirates, confirming that none of the components in our prod-

ucts to be supplied are of Israeli origin?

A: You violate U.S. antiboycott laws if you provide such confirmation,

called a “negative certification.” Such a request must also be reported to

the U.S. Government. Antiboycott laws are very complex. You must consult

the Law Department if you receive such a request.

Customs Laws

Customs laws, which apply to intracompany as well as

third-party transactions, require the Company to

determine the correct classification, value, and country

of origin of all of

its imports. As

an importer, we

must be able to

demonstrate by

a documented, auditable trail that the Company 

exercised reasonable care in ensuring that its imports

comply with all applicable laws.This requires, at a min-

imum, the reporting of true, accurate, and complete

information regarding any imported product, its place

of manufacture, and its full cost. While specific rules

may vary, virtually all countries in which we do busi-

ness share these requirements.

If you are involved in import or export transactions,

check with the Compliance and Ethics Department or

the Law Department to ensure compliance in all these

areas.

Q: What constitutes “reasonable

care” when preparing customs docu-

mentation?  Is it enough that we rely

on a customs broker?

A: According to customs law it is not

acceptable to rely solely on a customs

broker without adequate oversight.

The Company has established customs

compliance policies to ensure that we

meet the standard of “reasonable

care.” You should contact your manag-

er or the Compliance and Ethics

Department with any questions

regarding customs compliance.
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Export Controls and Trade Sanctions

Many countries have export controls and trade sanc-

tions that restrict economic activities with specific

countries, individuals, and entities, and limit the export

of specific products and technologies for national secu-

rity, drug enforcement, and general foreign policy rea-

sons. The U.S. has a number of laws in this area that in

some cases, apply to foreign subsidiaries of a U.S. par-

ent company. Always contact the Law Department

with questions or concerns related to these laws.

Government Contracts

In pursuing business with governments of various coun-

tries, the standards of conduct and prohibited practices

may be very different and more complex than those

adhered to in commercial business. In commercial con-

tracting, the parties have, within certain limits, the power

to fashion their own terms, conditions, and remedies.

This is not the case with contracts between private par-

ties and governmental entities. Government contract

terms, conditions, and remedies and even the contracting

process are largely established by law. For these reasons,

only certain individuals in the Company are authorized to

negotiate or enter into a contract with governmental

entities.

Failure to comply with these laws or the contract terms

and conditions can lead to substantial individual and cor-

porate penalties. We must ensure compliance with laws

and regulations relating to the government contracting

process, as well as fulfill all requirements of our 

government contracts.

Most countries have enacted laws related to interactions

with governmental entities. It is generally unlawful to

make any untrue statement or unsubstantiated claim to

a government official, to collude in bidding, or to request

payment for work not performed. It is also unlawful to

offer gratuities to public officials, whether the offer is

future employment, trips, or even elaborate meals, when

the offer may influence or be intended to influence a

public official in performing official duties. Conduct

which merely creates the appearance of impropriety can

lead to significant risks and costs.

If you have reason to believe that an employee has

engaged in any of the behavior described above or has

otherwise violated the terms of a government contract,

contact your supervisor, the Law Department, the

Compliance and Ethics Department, or call the GuideLine.
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Interactions with the Government

Interactions with the government are important to our

continued success, whether such interactions are cus-

tomer-based or related to other official functions.

These interactions may include oral or written state-

ments made to government officials or other written

reports or statements that are prepared in response to

a government requirement or request. We want to

avoid even the appearance of impropriety when dealing

with government agencies, or their officials, employ-

ees, or contractors. Always avoid activities that may be

perceived as attempts to improperly influence them.

Failure to do so may expose you and the Company to

fines and penalties.

We have an obligation to know the laws and ethical

standards of the government with whom we have deal-

ings. These laws and standards may be more severe

than those that apply to our nongovernment cus-

tomers and suppliers. If you have any questions, con-

tact the Law Department for guidance.

If you have interaction with government representa-

tives:
• Do not authorize, offer, provide, accept, deliver, or

solicit any payments, gifts, gratuities, or favors,
either directly or indirectly, for the purpose of
influencing any political official or government
employee. Gifts are defined as anything of value
and include money, service, loans, travel, meals,
refreshments, and entertainment.

• Do not give government employees, public offi-
cials, or members of a public official’s immediate
family preferential treatment for business trans-
actions.

• Always be truthful in your dealings with the gov-
ernment.

• Never engage in misrepresentation, misstate-
ment, or intentional omission of a material fact.

• Ensure that all documents are truthful, accurate,
and complete.

• Immediately disclose any misstatement, misun-
derstanding, material omission or other mistake,
whether intentional or unintentional, to your
supervisor so that the issue can be resolved in
accordance with the law and Company policy.

Political Activities and Contributions

The Company encourages us to exercise our right to

vote and participate in the political process. If you are

involved in politics, you must be sure that you express

your views as an individual, not as a representative of

the Company. Any personal political activities or dona-

tions must be on your own time, at your own expense,

without the use of Company supplies or facilities.

Like all responsible citizens, the Company may partici-

pate in the political process. However, corporate polit-

ical participation is highly regulated and complex.

Therefore, corporate payments to any political party,

candidate or campaign may be made only if permitted

by law and approved in advance by GP’s office of

Government and Public Affairs.

Q: A friend of mine is running for local political office, and I’d like to help him out

in his campaign. There’s no problem with this, right?

A: Right.Your personal support is your personal business. Just make sure that you

don’t use Company resources, like office equipment or supplies, your time during

work hours, or use the Company’s name, to advance the campaign.
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Lobbying (Advocating Government Policy)

Lobbying activities can include direct and indirect

interactions with governmental agencies, or their offi-

cials or employees that are intended to influence cur-

rent or future governmental action. Such activities are

strictly regulated in most countries at the federal,

state, and local level. The Company will engage in 

lobbying activities consistent with our philosophy and

MBM® Guiding Principles and in accordance with the

law. Such activities must be authorized by GP’s office

of Government and Public Affairs. Individual employ-

ees are not free to engage in lobbying activities on

behalf of GP without such prior authorization.
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